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C04 - Cyberattack against a government 
institution

Description

A cyberattack carried out by a malicious actor on a 

government agency renders a central government 

or administration unable to perform its functions. 

The attack causes a security breach, resulting 

in the accidental or unlawful destruction, loss, 

modifi cation, unauthorised disclosure or access to 

protected data transmitted, stored or processed. 

Government agencies related to defence, national 

security, public safety and law enforcement, as 

well as entities under the authority of the judiciary, 

parliament or central banks are excluded and 

covered by other risk fi les. 

In the most relevant scenario of a cyberattack on 

a government agency, between 20 and 50% of 

computers are compromised by malware, leading 

to an IT service downtime of less than one day. The 

period from initial network breach by the actor to 

detection and removal is less than one month. As a 

result, 20-50% of partner organisations or citizens 

are aff ected by the virus, resulting in signifi cant theft 

of classifi ed data.

Analysis

Depending on the intensity, duration and damage 

of the cyberattack, the fi nancial impact can be 

signifi cant. Cyberattacks can seriously disrupt and 

aff ect government and administrative services 

if they are successful. As these attacks become 

increasingly innovative and complex, the costs 

of protecting networks and infrastructure can be 

high. Depending on the severity of the attack and 

the content of the leaked sensitive information, 

Belgium’s reputation may also be damaged. 

The stolen data could be used for espionage. 

Personal data or organisation charts may be used 

to identify persons of interest as targets. This could 

reduce public confi dence in the government.
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C05 - Cyberattack against a vital 
infrastructure

Description

Cyberattacks can also target vital, digital and 

physical infrastructure, disrupting the operations 

and functioning of these infrastructures1. The most 

relevant scenario for this risk is a cyberattack 

against any vital infrastructure that provides 

physical, security or comfort needs to society 

and where the downtime of the IT -infrastructure 

exceeds one week. 

Analysis

The probability of this scenario is low, but it could 

be carried out by malicious actors who want to 

destabilise the country or are looking for fi nancial 

gain. 

This scenario could have a signifi cant fi nancial 

impact. A successful cyberattack is usually 

accompanied by an expensive rebuilding of 

infrastructure and network security. If a cyber-

attack leads to a disruption in gas supplies, for 

example, it can have direct and indirect costs, and 

both immediate and long-term consequences. 

Cyber threats can also threaten the security of 

individuals and countries. The aim of a cyberattack 

is to cause damage, steal data or disrupt digital 

life in general. In the case of cyber espionage, the 

societal impact can be high, such as the loss of 

trust in the government and reputational damage 

for Belgium.

1 According to the NIS2 Directive: electricity, heating and cooling, oil, natural gas, hydrogen, air, rail, water and road transport, fi nancial services, 
fi nancial markets, public health, drinking water, wastewater management, digital infrastructure, digital services, space services, postal and 
courier services, waste management, production and distribution of chemicals, production and distribution of food and industry.
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Societal Risks
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The current geopolitical context creates a dynamic 

threat landscape in which multiple types of 

risks and increased interdependence between 

infrastructures and sectors create a strong need 

for more resilient vital services. 

After all, these services play an indispensable role 

in maintaining vital societal functions and economic 

activity. They are fundamental to the survival of our 

society. Access to drinking water, food, healthcare, 

government services and other institutions all 

contribute to individual needs for physical safety 

and comfort. A disruption of these vital services will 

therefore have an immediate and tangible impact 

on the resilience of Belgian society. 

At present, the European Union has already drafted 

the CER and NIS2 directives, in which a large 

number of vital sectors have been identifi ed. 

This section describes and analyses the probability 

and potential impact of a failure of some of these 

catalogued services, which are essential to the 

security and needs of the population. In general, 

these risks can have a signifi cant societal and 

fi nancial impact.
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S01 - Failure of electricity supply

Description

A disruption of the electricity supply can take 

several forms. A power outage usually refers to a 

partial or complete loss of electricity supply to an 

end user (e.g. the population, businesses, critical 

systems). An electricity crisis refers to a current 

or imminent situation where there is a signifi cant 

electricity shortage on the supply side. Disruptions 

can occur in the form of brown-outs (voltage drop) 

or black-outs (voltage loss). 

The most relevant scenario for a disruption of 

the electricity supply is a nationwide black-out 

lasting at least one day. A complete restart 

(black-start) is required and several critical sites on 

the electricity grid are damaged. Power imports 

from neighbouring countries are limited or even 

unavailable.

Analysis

Analyses show that this risk is very low. 

This is mainly due to the maturity of the sector, 

the numerous measures and legal obligations 

already in place and the general crisis 

preparedness for dealing with such disruptions. 

This risk is nonetheless addressed in this report 

because of the societal importance of electricity 

supply. 

A disruption could result from physical or 

cyberattacks on certain critical parts of the energy 

infrastructure. Despite its low probability, this 

scenario has a signifi cant impact. The societal 

impact is by far the most important category for 

this risk. 

Almost the entire Belgian population and 

businesses would be without electricity for the 

duration of the black-out. The sectors with the 

largest expected impact include the food sector, 

the transport sector and the health sector. 
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S02 - Failure of natural gas supply

Description

In the event of a national disruption of natural gas 

supply, the volume of natural gas injected into the 

Belgian grid (via imports, withdrawal from storage 

and local production) is lower than the volume 

of natural gas withdrawn from the Belgian grid 

(via consumption or transport to neighbouring 

countries). In the event of a real disruption of the 

supply of natural gas, the imbalance cannot be 

resolved by the regular market actions of market 

players. Instead, the measures of the federal 

emergency plan for natural gas supply (alarm or 

emergency) must be deployed. 

The most relevant scenario is that of a nationwide 

disruption of natural gas supply. To address the 

shortage in natural gas, substantial emergency 

measures have to be taken, as defi ned in the FPS 

Economy’s Federal Natural Gas Emergency 

Plan. This would obviously also have a cross-

border impact, as such situation would require 

neighbouring EU countries to show solidarity.

Analysis

Cyberattacks and international armed confl icts are 

the most likely causes of such disruption. 

They can be interrelated and even occur 

simultaneously. The societal impact of such a 

disruption depends on the duration and severity 

of the cyberattack and the location where the 

armed confl ict takes place. The impact is likely to 

be severe as human needs can no longer be met 

due to the lack of heating. Some industrial sectors 

are expected to close down, which could cause 

unemployment and fi nancial losses. 

If the disruption of natural gas supply continues, it 

could lead to a signifi cant reduction in economic 

performance and a loss of trust in the government 

from citizens and employers. 
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S03 - Failure of oil supply

Description

A disruption of  oil supply occurs when the demand 

for oil or petroleum products exceeds their 

availability. The cause may be limited availability or 

unusual consumption. However, most disruptions 

result from situations where the supply of oil or 

petroleum products is interrupted, impacting 

distribution to end-users. These disruptions can 

be the result of problems at international (e.g. 

geopolitical instability and/or confl icts) or local 

level. 

The most relevant scenario with regards to the 

disruption of oil supply aff ects the whole country 

and neighbouring countries. The government 

takes measures to reduce long-term demand, 

by releasing national emergency stocks and 

triggering solidarity measures (EU, IEA).

Analysis

The causes for an oil supply disruption are very 

diverse, but the most likely one is an international 

armed confl ict in an oil-producing region. 

The fi nancial impact should not be underestimated. 

A shortage of oil will seriously aff ect the 

petrochemical sector and the transport of goods 

and people. This could lead to a signifi cant 

reduction in economic activity. The government 

must therefore take measures to reduce the 

demand of oil or petroleum and to restrict supply 

to priority consumers. This implies that some non-

priority consumers could potentially be completely 

cut off  or restricted to a maximum purchase 

programme for a certain period of time. This may 

have a negative societal impact. 
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S06 - Failure of air transport

Description

Air transport refers to any movement of goods 

and/or passengers in an aircraft (OECD). A failure 

occurs when air transport is interrupted, resulting 

in diffi  culties in transporting passengers or goods 

according to a pre-defi ned schedule. 

The most relevant failure of air transport scenario 

involves the destruction or unavailability of a vital 

airport infrastructure. This destruction aff ects the 

provision of services at all regional and international 

Belgian airports for more than ten days and has 

an impact on the provision of services at airports 

beyond and close to our national borders. As 

a result, rerouting in the surrounding area is 

unavailable.  

Analysis

The analysis shows that the disruption of digital 

infrastructure is the main cause of aviation 

disruptions. Communications between air traffi  c 

control towers and aircrafts on the ground or in the 

air are indeed crucial.

The societal impact of a failure of air transport 

should not be underestimated. The scenario 

assumes that goods can no longer be transported 

by air, which could lead to supply shortages and 

failures of the provision of essential services to the 

population. 

In addition, a failure of air transport of this scale 

could also have a signifi cant fi nancial impact on 

airline companies. 

Take-off  and landing strips or aircrafts could 

become unusable and may have to be replaced. 

This risk also implies that Belgium’s economic 

performance would suff er signifi cantly.
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S15 - Failure of digital infrastructure

Description

Digital infrastructure is a generic term encompassing all 

telecommunications and information technologies and 

operations. The most well-known are mobile phone 

networks (4G, 5G, etc.) and the internet. A disruption 

leads to diffi  culties or the impossibility of transmitting 

messages or data. 

The scenario under consideration involves a 

nationwide interruption of telecommunication services 

of a single provider for less than one hour. 

Analysis

This scenario is considered quite likely as multiple 

historical events of similar magnitude can be recalled. 

The impact of such a failure is mainly of a societal 

and fi nancial nature. Many people will not be able 

to use their regular online services or means of 

communication during the disruption, and possibly for 

longer.

With increasing connectivity and digitalisation, 

many service providers rely on digital infrastructure. 

However, increasing resilience and redundancy 

measures are being implemented. A failure of the digital 

infrastructure primarily aff ects the aviation sector, 

as it is heavily dependent on national infrastructure 

and communication providers. Air traffi  c could be 

interrupted for the duration of the disruption. 

This would lead to capacity problems and would have 

a huge fi nancial and societal impact (e.g. passengers 

and freight would not reach their destinations on time, 

or even at all). 
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S19 - Failure of space based services

Description

Space based services refer to operational services 

that use space technologies placed in orbit around 

the Earth. These services include:

1. Positioning, Navigation and Timing (PNT) 

information received from Global Navigation 

Satellite Systems (GNSS); 

2. The provision of satellite imagery for the 

organisation of emergency services, including 

data for weather forecasts and alerts;

3. Communication services such as broadband 

Internet and data transfer services for civilian, 

military and commercial users.

The most relevant scenario for this risk is an outage 

that simultaneously aff ects several types of services, 

lasting more than seven days and causing irreversible 

damage.

Analysis

Space technologies provide crucial support for 

military, commercial and civilian activities. 

They contribute to weather forecasting, the eff ective 

functioning of banks and stock markets, power grids, 

all types of  transport and emergency operations, not 

to mention nuclear and conventional deterrence and 

crisis prevention. Whether the cause of a disruption is 

natural (e.g. solar storm), technical (e.g. space debris 

collisions or cyberattacks) or geopolitical (e.g. foreign 

direct investments or international armed confl ict), the 

impact of such disruption can be signifi cant. If space 

services are interrupted for several days, aff ecting by 

nature various countries, the societal and fi nancial

 impact would be signifi cant, due to the disruption in 

the provision of the above mentioned services and 

the signifi cant cost of repairing or replacing the space 

infrastructure. 
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Economic and 
technological risks
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Economic and technological risks are risks related 

to industrial incidents and incidents involving 

infrastructures (e.g. dike or dam breaches, bridge 

failures). This category focuses mainly on industrial 

and nuclear incidents, the release of hazardous 

substances (biological, chemical, nuclear or 

radioactive substances) and transport accidents 

(air, rail or road). 

All these risks are and remain very important and 

permanent threats to society as a whole. However, 

their probability and harmful eff ects have often 

been reduced to a lower level of risk due to the 

many protective measures already in place, such 

as stronger safety policies, industrial controls and 

regulations, and surveillance systems. 

As a result, some of these risks are now often 

considered acceptable. Nevertheless, prevention 

and protection measures remain essential for both 

current and future industrial safety.
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T05 and T09 - Nuclear plant incident 
with release of radiation agents

Description

A nuclear power plant uses uranium and other 

fi ssile elements as nuclear fuel to produce 

steam for electricity generation. This process 

also generates residual fi ssion products, which 

are radioactive. If an accident were to occur at 

a nuclear power plant, heat and pressure build 

up and the steam can be released along with 

radioactive agents. 

Depending on the extent of the incident and the 

exposure to the radioactive material, such an 

incident could pose a danger to human health. 

Radioactive material can also be hazardous to 

the health of animals, other life forms and the 

environment.

Analysis

The probability of an extreme incident occurring at 

a nuclear power plant seems rather unlikely, given 

the many protection and safety measures that 

are taken preventively. If radioactive agents are 

released in an incident, the human impact could 

be very high. Weather conditions may spread 

the radioactive agents and aff ect the population. 

Thus, persons undergoing high radiation doses 

could face serious health risks, such as injuries 

and life-threatening illnesses. Aff ected persons 

would have to be evacuated or housed in a safe 

area. Given that residual radiation levels may 

remain present in the aff ected area indefi nitely, 

it may be uninhabitable for centuries. This will 

also have a major fi nancial impact, e.g. the cost of 

decontamination of the aff ected area. 
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T16 - Dike failure

Description

A dike is a structure usually made of earth or 

concrete that protects land from water. It often 

runs parallel to the fl oodplains of a river or along 

low-lying coastlines. A dike failure occurs when 

part of a dike or its foundation collapses or shifts so 

that it can no longer retain water. This can release 

large amounts of water, causing risks to people or 

properties downstream. To take into account the 

reality in Belgium, locks and active dikes are also 

included in this risk fi le.

The most relevant scenario involves the breach 

or failure of a long and high dike, aff ecting a large 

densely populated area for several weeks. 

Analysis

The main causes of dike failure are related to 

various phenomena or incidents that lead to the 

physical weakening of the dike, such as erosion, 

soil subsidence, landslide, dam failure and fl oods. 

Flooding is undeniably the main consequence in 

the aff ected areas. 

A dike breach has a substantial fi nancial impact, 

considering the enormous damage to surrounding 

homes, infrastructure and assets. Economic 

performance may be reduced for a considerable 

time due to inactivity of aff ected businesses and 

services. The human and societal impact can be 

signifi cant as a large proportion of the aff ected 

population loses their homes and faces shortages 

of basic supplies. 

In the future, climate change may lead to more 

dike breaches because of rising sea levels and 

increasingly strong river fl ows.
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T17 - Dam failure

Description

There are two types of dams in Belgium :

• The large dams in the East of Belgium: their 

functions are the supply of electricity and the 

storage of drinking water ;

• River dams: these are built on the main 

navigable rivers and canals with rugged 

topography. They regulate the fl ows and 

levels of rivers and ensure inland waterways 

traffi  c. Weirs also fall under this group.

A dam breach occurs when part of a dam or its 

foundation collapses or shifts so that the dam can 

no longer hold back water. This releases large 

fl ows of water, posing risks to people, property 

and infrastructure downstream. Hydraulic 

infrastructures, such as dikes, weirs or dams further 

downstream, are particularly vulnerable. 

The most relevant scenario is that of a dam that 

overfl ows, releasing larger than normal water fl ows 

downstream for the next few hours or days.

Analysis

The main expected immediate eff ect is a major 

fi nancial and social impact. Indeed, properties in 

the aff ected areas may suff er severe damage. A 

large part of the aff ected population may lose their 

homes and face shortages of basic services. 

In the future, climate change may lead to more 

frequent overfl ow of dams due to increasingly 

frequent fl oods. 

However, monitoring systems and emergency 

plans have recently been improved to ensure risk 

prevention as much as possible. 
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This section describes risks that can aff ect human 

health and the quality of the environment. They are 

mainly caused by severe disturbances or changes 

in the environment (e.g. pollution of air, water or 

soil), contamination of food and the emergence 

of dangerous diseases aff ecting humans, animals 

and plants. 

Like the COVID-19 pandemic, such crises have 

already occurred in recent years, both in Belgium 

and Europe. Health risks are common and mainly 

aff ect humans and the environment, which can 

have a substantial fi nancial impact. 

In addition, the societal impact can also be 

signifi cant and lead to the disruption of essential 

services for the population, such as healthcare, 

and a serious loss of public confi dence in the 

government.

Psychological risks, such as the mass rejection 

of modern medicine or processes of a socio-

psychological nature, such as mass hysteria, are 

also discussed in this chapter, but in reality they 

hardly ever occur. Should they nevertheless occur, 

the potential eff ects would be less signifi cant and 

mainly relate to human and societal levels.

H01 - Infectious diseases  
H02 - Animal diseases excluding zoonoses
H03 - Agricultural plant diseases & pests 
H04 - Levels of contaminants in food and feed

Impact
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H01 - Infectious diseases

Description

Infectious diseases are illnesses caused by 

pathogens (such as a virus, bacterium, protozoan, 

macroparasite, prion, viroid and fungus) or their 

toxic products, which are transmitted from an 

infected individual, animal or infected object to a 

human host. 

The most relevant scenario for this risk fi le is a 

situation where a disease is transmitted by air, 

resulting in a medium to high mortality rate. Even 

if a treatment is available, the pressure on hospital 

capacity remains high.

Analysis

Infectious diseases are responsible for a huge 

global disease burden that impacts public 

health services and economies worldwide, 

disproportionately aff ecting vulnerable 

populations.

Every two to fi ve years, severe respiratory viruses 

are feared in winter in the form of seasonal 

infl uenza, COVID or a combination of several 

known respiratory viruses. Such conditions 

can pose a public health problem and increase 

pressure on healthcare systems.

The BNRA results show the same trend at Belgian 

level resulting in a very signifi cant human impact, 

including many deaths and a higher number of sick 

patients. This could lead to staff  shortages and, in 

the long term, to a reduction in Belgium’s economic 

performance.
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H02 - Animal diseases excluding 
zoonoses

Description

Non-zoonotic animal diseases are defi ned as 

infectious diseases that only aff ect animals. 

These animals can include both wild animals 

and livestock. Infectious diseases that can be 

transmissible to humans (zoonoses) are not 

included. 

The most relevant scenario involves a highly 

transmissible or infectious disease with a high 

mortality rate, aff ecting all animals and with few 

or no drugs or regulatory measures available.

Analysis

An animal epidemic corresponding to an extreme 

scenario could potentially occur in the decades 

to come. Well-known examples are African swine 

fever, Newcastle disease virus in poultry and 

wildlife, and distemper in North Sea seals, which 

is transmissible to dogs. Invasive exotic species 

can also introduce animal diseases. The risk of the 

emergence of new species (such as mosquitoes 

and ticks) capable of spreading new diseases 

is signifi cant, especially in the context of climate 

change.

The human impact is small, but real: the 

repercussions on livestock, which may require 

slaughter, can be profound for farmers. The 

societal impact of an extreme animal epidemic 

is considered quite low. Human needs (in case 

of temporary unavailability of meat due to 

aff ected livestock) and/or Belgium’s reputation 

could be aff ected, for instance by introducing 

trade embargoes to limit the risk of the disease 

spreading. 

The environmental impact of such an epidemic 

is estimated to be low. However, depending on 

the type of epidemic, a large proportion of wildlife 

could be aff ected. Moreover, the food pyramid of 

other species could be disrupted, causing indirect 

eff ects. 
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H03 - Agricultural plant diseases & pests

Description 

This risk includes the following situations: bacterial 

contamination of plants, fungal infection, viral, 

mycoplasma and viroid plant disease epidemics 

and infestation by insects. Diseases and pests 

aff ecting crops are spread not only through 

environmental factors, but also through global 

trade, travel, traffi  c and transportation. 

The most relevant scenario considers a highly 

contagious and easily transmissible disease or 

pest aff ecting food resources of major national or 

European importance. Several types of crops are 

aff ected. Possible treatment is available, but with 

limited distribution.

Analysis

The main causes, apart from direct outbreaks, 

are invasive species and hailstorms. In the latter 

case, crops that have endured hail are weakened, 

making them more vulnerable to pests and 

diseases.

If a disease aff ects a plant or crop that is of great 

importance for food supply and few treatments are 

available, it can have a signifi cant social impact on 

the food supply. Indeed, such a disease aff ecting 

agricultural plants can lead to crop failure and, as 

a result, seriously compromises food production 

for humans and animals. This would not result in 

immediate famines or large-scale food shortages, 

but it can limit food choices. The societal impact 

is the consequence of such a situation for food 

production. 

The possibility that one or more types of crops 

would be unavailable for a long period of time could 

aff ect human needs. Nevertheless, the national 

disease detection network would quickly detect 

such a disease.
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H04 - Levels of contaminants in food 
and feed

Description

A contaminant refers to any substance which is 

not intentionally added to (an ingredient of) food or 

feed (for food-producing or non-food-producing 

animals) but is nevertheless present as a result 

of production (including operations carried out 

for agriculture, animal husbandry and veterinary 

medicine), or as a result of environmental 

contamination. A contaminated liquid component 

is also taken into account.

The most relevant scenario implies a situation 

of limited consumption and therefore limited 

transmission. The product in question does not 

pose an immediate health risk, but symptoms may 

possibly appear after some time. The product 

could be recalled fairly quickly.

Analysis

The impact of this risk is rather limited, but the 

probability is high. The human impact mainly 

relates to indirect eff ects, such as spread of 

dangerous products or bacteria. In most cases, the 

government takes immediate action in the event 

of contamination of the food chain, which means 

that the impact on humans remains very limited. 

However, there could be a societal impact as a 

result of the product being withdrawn from the 

market, and a fi nancial impact due to the economic 

losses that could be incurred by the producer.
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Natural risks include risks associated with all 

types of extreme weather conditions (e.g. fl oods, 

droughts, heat and cold waves, storms, tornadoes, 

hail, snow, ice and frost, lightning), various types 

of geophysical processes (e.g. soil subsidence 

and uplift, riverbank erosion) and extraterrestrial 

hazards (meteorites and solar radiation storms). 

Most natural risks occur independently of human 

activity. An exception to this concerns the eff ects 

of the carbon footprint on climate change and 

the protective measures implemented to prevent 

natural risks from occurring and causing other 

signifi cant risks. 

In general, these risks are characterised by a 

signifi cant environmental impact. Depending 

on the severity of the risks, societal and fi nancial 

impacts can also be high. Human impact is 

generally limited, but there are exceptions, such as 

heatwaves and fl oods. 

Special attention should be paid to the recent 

fl oods of 2021 which have strengthened expert 

warnings in their assessment of this risk. This is 

discussed further in the chapter.

N01, N02, N03 - Floods  
N13 - Drought
N14 - Heatwave   
N17 - Wildfi res
N18 -Invasive species

Impact
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Floods

Description

This section is a summary of three BNRA risk fi les 

(N01, N02 and N03), which discuss diff erent types 

of fl ooding.  

1° Surface water (pluvial) fl ooding refers to 

fl ooding caused by excess water not directly 

connected to a major river or navigable 

watercourse. Usually these are areas located in 

basins or particularly exposed to high water levels 

when rainfall is unusually intense and severe. 

Flooding occurs when the amount of rainfall 

exceeds the capacity of the soil or the drainage/

sewerage system to absorb the water (e.g. due to 

dry soil preventing infi ltration or saturation of  the 

sewerage system). 

2° Fluvial (river) fl ooding occurs when the water 

level of a watercourse (river, stream, canal) or 

body of water overfl ows into adjacent low-lying 

areas (the natural fl oodplains) that are not normally 

fl ooded, regardless of the cause.  

3° Coastal fl ooding is the inundation by the sea 

of land areas along the coast and the tidal zones of 

major rivers in estuaries. Coastal fl ooding usually 

results from storm surges and violent winds 

coinciding with high tides.

Analysis

Flooding is a phenomenon with a wide range of 

consequences. For any type of fl ood, there will be 

a very serious fi nancial impact, with many direct 

and indirect economic losses. Coastal fl oods are 

even more devastating in this respect given the 

concentration of infrastructure along the coastline 

and the importance of maritime transport. 

Floods have few identifi able causes. The amount 

of rainfall in a given area is, of course, the most 

common. With coastal fl ooding, it is also important 

to take account of the critical importance of 

protective structures, such as dikes and dams, and 

the consequences of their possible failure. 

The most relevant scenarios that emerge from 

the BNRA tend to be small-scale and aff ect 

only a few areas. Nevertheless, recent events 

have shown that Belgium is not immune to far 

more catastrophic situations and large-scale 

fl ooding. Moreover, fl oods can have numerous 

consequences, including incidents with 

infrastructures (energy or CBRNe) and the release 

of hazardous substances, as well as the spread of 

invasive species. Therefore, damage to protective 

infrastructure, especially dikes, should not be 

overlooked.
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N13 - Drought

Description

A drought is a period of abnormally dry weather 

that lasts long enough to cause, due to lack of 

precipitation, a severe hydrological imbalance 

between surface water and groundwater (which 

includes both deep and shallow aquifers). 

The most relevant drought scenario is a 

regional drought that does not aff ect more than 

three provinces, lasts up to six months and is 

characterised by the desiccation of soils and the 

drying up of small local rivers, but with no long-term 

eff ects observed.

Analysis

Droughts are not caused by other risks and their 

probability of occurrence is very high for the period 

2023-2026. For the period 2050-2053, experts 

have not identifi ed a clear trend regarding the eff ect 

of climate change on its probability of occurrence. 

The estimates therefore remain unchanged.

The proposed drought scenario has a relatively 

limited impact. Environmental impacts are almost 

exclusively caused by drought itself. Wetland 

ecosystems are likely to be the most aff ected.

Drought also creates indirect impacts. Populations 

may be impacted if drinking water supply is 

disrupted by water shortages. Soil dehydration 

due to drought can lead to soil movement, which 

in turn can lead to disrupted drainage systems and 

contribute to societal impacts. The fi nancial impact 

results mainly from government defi cits, as it is 

expected that insurance companies will no longer 

be able to bear the burden of drought alone.
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N14 - Heatwave
Description

There is no universally accepted defi nition of a 

heatwave.  

In Belgium, the Royal Meteorological Institute refers 

to a national climate heatwave when maximum 

temperatures in Uccle reach at least 25.0°C for at 

least fi ve consecutive days and reach the 30.0°C 

threshold for at least three days. 

The most relevant heatwave scenario lasts less 

than 15 days and aff ects fi ve to ten provinces. 

Maximum temperatures reach 30°C between fi ve 

and ten days, with maximum temperatures going 

above 35°C for at least two days and average 

night-time temperatures remaining below 20°C.

Analysis

Heatwaves are not caused by other risks. 

Their probability of occurrence is very high for the 

period 2023-2026 and even slightly higher for 

2050-2053 due to the eff ects of climate change.

If one considers the damage caused by 

heatwaves, it can be observed that they mainly 

have an impact on human health. The societal, 

environmental and fi nancial impacts of heat waves 

exist but are quite limited. 

One of the signifi cant eff ects of a heatwave is 

chronic air pollution. This will aff ect the most 

vulnerable people and lead to numerous medical 

complications (e.g. chronic illnesses) or even 

hospital stays, possibly resulting in death. 
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N17 - Wildfi res
Description

Wildfi res are : 

• Unplanned or uncontrolled fi res that start in 

natural areas such as woodlands, grasslands, 

organic areas (peat, wetlands), agricultural 

land, moorland or dunes and which may 

aff ect industrial and residential areas as they 

spread; 

• Unplanned or uncontrolled fi res that begin to 

spread in the border zone between wildland 

and urban areas and which may aff ect 

natural, industrial and residential areas as 

they spread. 

The most relevant scenario is a very severe wildfi re 

that damages between 50 and 500ha in a natural 

area with limited use (≤ 1 000 visitors per day) and 

threatens one to two residential or recreational 

areas.

Analysis

Wildfi res have a very high probability of occurrence. 

Other risks that cause wildfi res (such as lightning, 

and various types of incident and accident 

hazards) contribute only in a very limited proportion 

to the overall probability of wildfi res.

The various impact categories of wildfi res are 

equally represented, with environmental impact 

being the most signifi cant. It should be noted that 

the indirect eff ects resulting from forest fi res are the 

main contributors to these impacts. 

This is because wildfi res create empty spaces that 

are subsequently colonised by invasive species, 

which in turn generate diff erent forms of impact. 

If the wildfi re occurs near our national border, there 

may also be a cross-border impact.
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N18 - Invasive species

Description

An invasive alien species (abbreviated IAS or 

invasive species) is a species that has been 

introduced or has spread outside its natural 

range by human activities, and has subsequently 

disseminated. Such a species poses a threat to 

biodiversity and/or ecosystem services, such as 

supply (materials, molecules...), cultural services 

(tourism...), regulation (climate, diseases, fl oods...) 

or the biological cycle (photosynthesis, nitrogen 

cycle...).

The most relevant scenario is that of a 

blacklisted invasive species, for which the 

exposure and impact parameters are very high.

Analysis

In addition to direct human activities, the main 

causes of this invasive species scenario are  

wildfi res and fl uvial fl oods.

The environmental impacts are predominant, as 

invasive species threaten native species (plants 

or animals) and the functioning of ecosystems. 

Nevertheless, some species can also have 

an impact on human health, such as allergies 

to stings of Asian hornets (Vespa velutina) 

or ragweed pollen (Ambrosia artemisiifolia), 

chemical reactions to certain plants (burns) 

or the development of zoonotic diseases (e.g. 

raccoons - Procyon lotor) or infectious diseases, 

such as the tiger mosquito (Aedes albopictus) 

which spreads dengue fever. 

The societal and fi nancial impacts are not 

negligible either, as shown for example by the 

risks posed by Japanese knotweed 

(Fallopia japonica)  to infrastructures (e.g. 

damage to foundations, sewers ...) or the 

burrows dug by animals in dikes.
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Catalysing risks
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Emerging risks

52

As mentioned in the introduction, the BNRA also 

takes into account eleven emerging risks. These 

risks do not yet pose a real danger to society, but 

may have an eff ect on all the other risks from the 

BNRA. This eff ect may be positive and provide 

opportunities for society, but it can also manifest 

itself in a negative way.

As these phenomena are still developing, it is 

uncertain what development path they will follow.

 It is therefore impossible to assess them in 

the same way as other risks. The eff ects of the 

emerging risk (if any) on the other risks should 

ideally be described quantitatively, but given the 

lack of historical data and knowledge to base 

these assumptions on, a qualitative approach is 

preferred.

Emerging health Risks
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Emerging technological risks
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Emerging societal 
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Compared to other emerging risks, the 

phenomenon of climate change has already been 

intensively studied in recent decades, resulting in 

more scientific data available. Climate scientists 

are constantly striving to better predict, with fewer 

uncertainties, the future impacts of climate change.  

the existing scientific uncertainties, it was decided 

to also consider climate change as an emerging 

risk within the BNRA.

To mitigate the potential impacts of climate change, 

measures should be taken as soon as possible. 

To determine what measures are needed to make 

societies more resilient to the effects of climate 

change, we need to raise awareness and gain a 

better understanding of what to expect. 

The BNRA attempts to gain these improved 

insights by estimating how climate change may 

induce changes for any other risks analysed. 

This estimation is not done for the current period 

(2023-2026), but for the period 2050-2053, which 

is assumed to be a relevant period as it overlaps 

with the timeframes of the strategic policy plans 

currently being developed. 

Since climate change has been studied in more 

detail than most other emerging risks, experts have 

estimated its effects on other risks quantitatively 

rather than qualitatively. 

 

 

 

 

 

 

 

The risk scenarios likely to be influenced by climate 

change remain unchanged. The same is true for 

the associated impacts. For example, heatwaves 

should have a similar impact in 2023 or in 2050 

(without taking into account additional measures 

that might be adopted in the meantime). 

Changes due to climate change are therefore 

only expressed by the probability (i.e. the direct 

probability of their occurrence, and therefore 

not as a result of other hazardous events) of 

risks sensitive to climate change. For example, 

the experts were asked how the probability of 

heatwaves would change between 2023 and 

2050 as a result of climate change.

E01 – Climate change
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Figure 2: Impact of climate change on the probability (x-axis) of extreme events (y-axis) occurring (IPCC, 2007)
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As shown in Figure 2, climate change is expected 

to create a new climate leading to an increase in the 

frequency of hot periods (the yellow area becomes 

larger). 

To carry out these estimates in a coherent way, 

the experts involved in the BNRA have defi ned a 

common understanding of climate change. 

This means that a single climate scenario has been 

used in the framework of their projection of future 

climate change.
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The risks with the highest probability of increasing by 2050-2053 are listed in the table below :

N18 - Invasive species :
Climate change will further increase the number of already established invasive species and contribute to 
their future spread. Moreover, it will promote the establishment of new species.
 
As experts believe that invasive species cause H02 - Animal diseases and N06  - Riverbank erosion, 
the likelihood of these two risks may also increase by 2050.

T16 - Dike Failure : 
Dikes in Belgium are generally constructions that are several decades old. As these were never designed 
to withstand modifications induced by climate change (for example to take into account the effects of a 
rising sea level), we can expect a growing number of failures in the absence of adaptation measures. 

As experts believe that failing dikes cause N03 - Coastal Flood, the number of floods could also increase 
by 2050.

N04 - Coastal erosion and shoreline change :
As the probability of storm surges increases in 2050 and sea levels continue to rise, coastal erosion and 
shoreline change will become more frequent.

S13 - Failure of drinking water supply : 
Experts believe that contamination of drinking water could increase by 2050. This increased water 
pollution could be due to burst pipes, poorly contained pollution or even technical problems within water 
treatment plants.

M17 - International armed conflict : 
With climate change, some areas will experience climate disasters, become uninhabitable (e.g. sea level 
rise) or experience crop failures resulting in food shortages (e.g. drought or floods). This could destabilise a 
region and disrupt communities, almost inevitably leading to international armed conflict. 

According to experts, international armed conflicts are one of the major causes of the M23 - Inflow of 
people in need of international protection risk, and the occurrence of this latter risk could also increase 
by 2050. 
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Concluding remarks
The Belgian National Risk Assessment (BNRA) 

is first and foremost an assessment process 

based on probability and impact indicators.  

It is not intended to predict the unforeseeable. It is 

therefore important to specify that risks described 

as black swans, or unpredictable extreme 

events, may not have been identified.

This report provides information on 29 of the 118 

risks examined within the BNRA. The proposed 

selection consists of the most important risks 

(high probability and/or impact values) 

by risk category (cyber, health, man-made, 

natural, societal, economic and technological), 

supplemented by some risks that have been 

brought to public attention due to relevant incidents 

in recent years.

A new innovative risk assessment methodology 

has been developed for this BNRA. It sets a new 

standard for future national risk assessments in 

Belgium. Future iterations will build on its merits and 

allow for further improvements.

Risks are presented in a fixed format consisting 

of a brief description followed by an analysis. 

These are grouped into risk categories and are not 

ranked in any way.

Each risk studied was assessed and consolidated 

by a group of domain experts. More than 160 

experts from nearly 140 organisations were 

involved in conducting the analyses. The presence 

of a wide range of experts is essential to obtain 

meaningful results that are widely supported.  

 

The experts are the heart of the BNRA and 

their many contributions are therefore 

indispensable.

The BNRA does not only consider risks as isolated 

events, but also took into account cascading 

effects, which help to understand the cause-

and-effect relationships that exist between 

risks. However, it did not examine “composite 

risks” i.e. multiple independent risks occurring 

simultaneously.

A “polycrisis” is a concept that can describe 

today’s complex risk landscape. It is an 

ambiguous and volatile reality in which crises 

and/or emergencies do not occur sequentially, 

but in which different evolutions in the risk and/

or crises landscape in different domains develop 

simultaneously, are interconnected and even 

reinforce and influence each other. Additional 

analysis of polycrises is beyond the scope of this 

BNRA.

The results of the risk assessment are valid for the 

period 2023-2026. Thereafter, a new iteration will 

be carried out.
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Key lessons from the 
BNRA 

Risks in the man-made category generally have a 

high impact and most of them also have a relatively 

high probability. With the exception of one, the risks 

presented are not directly related to attacks, but 

rather linked to geopolitical tensions and influence 

strategies, whether hybrid threats, espionage or 

disinformation. In an increasingly connected world, 

the most serious cyber risks are generally linked 

to man-made activities (malicious and intentional), 

either with criminal intent or as part of a hybrid threat. 

The probability is often quite high, but the impact can 

vary depending on the scenario. 

Societal risks can be divided into two broad 

categories: 

•	 HILP risks (high impact, low probability): risks 

with a very high impact but a low or very low 

probability, such as energy supply disruptions;

•	 Risks with a higher probability and particularly 

high societal and financial impacts, such as 

disruptions in the aviation sector.  

Economic and technological risks are generally 

HILP risks. Prevention and preparedness measures, 

as well as continuous monitoring, appear to 

significantly reduce the likelihood of occurrence, but 

it is clear that continuous efforts are still required. 

 

The most relevant scenarios for health risks tend 

to be low-impact situations. However, for serious 

events such as infectious diseases, high societal and 

human impacts cannot be ruled out.  

 

 

 

 

 

 

 

Natural risks have generally been assessed 

with a high probability, even though the impact 

varies greatly from one risk to another. Most of the 

scenarios described relate to specific, small-scale 

situations, with the exception of invasive species. 

Finally, the analysis of emerging risks provides a 

glimpse of the future and potential development 

paths for existing risks. Climate change, in 

particular, will significantly increase the likelihood 

of many major or extreme natural risks by 2050. 

Consideration of their cascading effects shows 

that most risks are indirectly influenced by climate 

change in one way or another. 
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Risk catalogue
Cyber risks	

•	 C01 - Software/hardware vulnerability

•	 C02 - Misconfiguration of software and 
hardware

•	 C03 - Cyberattack against a CBRNe 
infrastructure

•	 C04 - Cyberattack against a government 
institution

•	 C05 - Cyberattack against a vital 
infrastructure

Emerging risks	

•	 E01 - Climate change	

•	 E02 - 5G

•	 E03 - Artificial intelligence

•	 E04 - Energy transition

•	 E05 - Systemic interdependence

•	 E06 - Blockchain technology and 
cryptocurrency

•	 E07 - Internet of things (IOT)

•	 E08 - Quantum computing

•	 E09 - Biohacking

•	 E10 - Polarisation of society

•	 E11 - Erosion of privacy

•	 E12 - Antimicrobial resistance

Health risks	

•	 H01 - Infectious diseases

•	 H02 - Animal diseases excluding zoonoses

•	 H03 - Agricultural plant diseases & pests 

•	 H04  - Levels of contaminants in food and 
feed

•	 H05 - Chronic pollution of ambient air

•	 H06 - Chronic pollution of aquatic 
environment

•	 H07 - Chronic pollution of soil

•	 H08 - Substandard and falsified medical 
products

•	 H09 - Mass rejection of modern medicine

•	 H10 - Processes of a social psychological 
nature	

	

	  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Man-made risks	

•	 M01 - Hybrid actor

•	 M02 - Left-wing extremist actor

•	 M03 - Right-wing extremist actor

•	 M04 - Organised crime actor

•	 M05 - Religious extremist actor

•	 M06 - Attack against a CBRNe infrastructure

•	 M07 - Attack against a government or 
international institution

•	 M08 - Attack against a group of people or 
community

•	 M09 - Attack against a soft target

•	 M10 - Attack against a VIP

•	 M11 - Attack against a  vital infrastructure

•	 M12 - Attack on a transport of dangerous 
goods

•	 M13 - Information operations

•	 M14  - Espionage

•	 M15 - Foreign direct investments

•	 M16 - Interference

•	 M17 - International armed conflict (IAC)

•	 M18 - Drug trade

•	 M19 - Economic fraud

•	 M20 - Human trafficking and smuggling

•	 M21 - Civil unrest

•	 M22 - Strike

•	 M23 - Influx of people in need of international 
protection

Natural risks	

•	 N01 - Surface water flooding

•	 N02 - Fluvial (riverine) flood

•	 N03 - Coastal flood

•	 N04 - Coastal erosion and shoreline change

•	 N05 - Subsidence and uplift 

•	 N06 - Riverbank erosion

•	 N07 - Landslide or debris flow

•	 N08 - Cold wave

•	 N09 - Icing
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•	 N10 - Snow

•	 N11 - Hail

•	 N12 - Lightning

•	 N13 - Drought

•	 N14 - Heatwave

•	 N15 - Wind

•	 N16 - Tornado

•	 N17 - Wildfires

•	 N18 - Invasive species

•	 N19 - Earthquake

•	 N20 - Tsunami

•	 N21 - Volcanic eruption abroad

•	 N22 - Solar radiation storm

•	 N23 - Meteorite impact

Societal Risks	

•	 S01 - Failure of electricity supply	

•	 S02 - Failure of natural gas supply

•	 S03 - Failure of oil supply

•	 S04 - Failure of hydrogen supply

•	 S05 - Failure of district heating

•	 S06 - Failure of air transport

•	 S07 - Failure of rail transport

•	 S08 - Failure of naval transport

•	 S09 - Failure of road transport

•	 S10 - Failure of financial services

•	 S11 - Failure of medical care supply

•	 S12 - Failure of medicine supply

•	 S13 - Failure of drinking water supply

•	 S14 - Failure of sewage disposal

•	 S15 - Failure of digital infrastructure 

•	 S16 - Failure of digital service providers

•	 S17  - Failure of emergency organisations

•	 S18 - Failure of central public administration

•	 S19 - Failure of space based services

•	 S20 -Failure to supply postal and courier 
services

•	 S21 - Failure of food supply

•	 S22 - Failure of waste disposal

	  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Economic and technological risks	

•	 T01 - Incident in a CBRNe facility	

•	 T02 - Incident in a Seveso installation

•	 T03 - Incident involving the transport of 
CBRNe substances

•	 T04 - Discharge of explosive agents

•	 T05 - Nuclear plant incident

•	 T06 - Release of biological agents

•	 T07 - Release of chemical agents

•	 T08 - Release of nuclear agents

•	 T09 - Release of radiation agents

•	 T10 - Air transportation accident

•	 T11 - Road traffic accident

•	 T12 - Rail accident

•	 T13 - Marine accident

•	 T14 - Inland waterways accident

•	 T15 - Bridge failure

•	 T16 - Dike failure

•	 T17 - Dam failure

•	 T18 - Building structural failure	

•	 T19 - Fire of explosion in an urban or 
residential area

•	 T20 - Fire in or collapse of a tunnel

•	 T21 - Commodities shortage

•	 T22 - Financial shock

•	 T23 - Governmental deficit 
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Towards a more resilient Belgium
As we noticed in light of extreme events such as 

the floods of 2021, a lack of knowledge of the right 

reflexes can make emergency management even 

more complicated. The resilience of the population 

and the infrastructures to various risks is now a key 

word in society, but one that must continue to be 

learned and passed on. 

This is not only a strict necessity in Belgium, 

but also a requirement of the European Union. 

The systemic interdependencies (cascades) 

now identified will continue to increase for the 

foreseeable future. The growing diversity of 

potential (cross-border) risks in a Europe with 

fewer internal borders has led to the CER Directive 

being drawn up and adopted by all Member States 

in 2022. This directive is dedicated to the resilience 

of critical entities and their respective sectors. 

As the implementation of the CER Directive only 

targets a few critical sectors, it will not achieve 

a uniform level of resilience across the whole of 

society. However, as new recommendations, 

new risk assessments and resilience measures 

strengthen these vital sectors, they will most likely 

have positive effects for other sectors not covered 

by the CER Directive.

 

 

 

 

 

 

 

 

 

 

 

One of the main objectives of this National Risk 

Assessment is therefore to make a modest 

contribution to the development of a risk culture 

in Belgium and to increase the resilience of our 

society as a whole. The results are valid for a period 

of three years, but mid-term reviews and new 

analyses may be carried out at federal level as at 

other levels (regions, provinces, sectoral) to update 

the current results or assess them in more detail 

and prepare the next iteration. 

Safety and security are everyone’s business.  

First and foremost, this requires sufficient 

knowledge of the potential risks facing Belgium.
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