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The resilience of critical entities

IS vital to the functioning of our
society, the continuity of essential
services, and the protection of
national security. This National
CER-Strategy provides arobust and
coherent framework to strengthen

the resilience of critical entitiesina
sustainable manner. It establishes
clear objectives and priorities that
align with the European Critical
Entities Resilience (CER) Directive
and its national transposition, the
CER Act of 19 December 2025.




“ Every day, our citizens rely on essential

services, often without even noticing the
invisible systemsthatmake modernlife possible.
Electricity illuminates our homes and powers
our industries. Clean water flows safely from our
taps. Public transport connects communities
and fuels economic opportunity. Hospitals and
healthcare professionals stand ready when we
are at our most vulnerable. Digital services link
citizens, businesses, and public authorities in

realtime. 33

Behind these services stand the critical entities that form the backbone of our society. Their
uninterrupted functioningis not simply atechnicalnecessity. It is the foundation of our security, prosperity,
and social cohesion.

And yet, we know that this foundation cannot be taken for granted. In an interconnected world, risks
evolve rapidly and disruptions can cascade across sectors and borders. A cyberattack, an energy
blackout, extreme weather, or a health emergency can quickly ripple through our economy and daily
lives. What begins as alocal incident can become a national challenge within hours.

Resilience is therefore more than a policy objective. It is a collective commitment. It is our
determination to ensure that essential services continue to operate under any circumstances, and that
when disruption occurs, recovery is swift, coordinated, and effective. Resilience is about preparedness,
anticipation, and the courage to adapt in the face of uncertainty. It is about building systems that are not
only robust, but agile and forward-looking.

But resilience cannot be built in isolation.
Today's critical services are delivered through complex ecosystems that bring together sectoral
authorities, regulators, operators, infrastructure providers, technology companies, and countless skilled
professionals. The line between public and private responsibility is not a boundary: it is a meeting point. A
place where cooperation becomes strength.

Strongpartnershipsbetweensectoralauthoritiesand private actorsare essential to protect what matters
most. By sharing expertise, aligning standards, exchanging timely information, and investing together in
innovation and security, we transform vulnerability into collective capability. Public authorities provide
strategic direction, coordination, and oversight. Private operators contribute operational excellence,
technological expertise, and agility. Together, they create a shared shield around our society. These
partnerships are not merely functional arrangements. They are alliances of trust. Andtrustis the
true currency of resilience.



In Belgium, the National Crisis Centre brings together all competent
authorities to strengthen the resilience of our critical entities in a spirit
of shared responsibility. The CER Act of 19 December 2025 embodies

a common conviction: safeguarding our society requires unity of
effort across sectors, levels of government, and public and private
stakeholders alike.

This CER Strategy sets out a clear and ambitious path forward. It builds on experience, learns from past
crises, and embraces innovation to anticipate future risks. It places collaboration, information-sharing,
andjoint preparedness at the very heart of our national resilience architecture.

Ultimately, resilience is about people. It is about ensuring that families can turn on the lights without
fear, that businesses can operate with confidence, that hospitals can provide care without interruption,
and that our democratic institutions remain strong in times of pressure. It is about protecting not only
infrastructures, but the way of life they sustain.

By working together (authorities and operators, public and private, national and local), we do more than
manage risks. We build a society that is confident, connected, and prepared. A society that transforms
uncertainty into opportunity,and challenge into collective strength.

Resilience of critical entities and infrastructure is not just our responsibility. It is a collective
engagement to citizens, to enterprises, and to future generations.

Jack Hamande,
Director General National Crisis Centre



. Strategic Context

Our society is increasingly dependent on essential services provided by critical entities. Critical entities
play a vital and indispensable role in maintaining vital societal functions. At the same time, we are faced
with an evolving threat landscape, including shifting hybrid and terrorist threats, which render our society
more vulnerable. Safeguarding the continuity of the functioning of critical entities is therefore one of the
key challenges of modern society.

Recent events such as terrorist attacks, sabotage attempts, the COVID-19 pandemic, and the growing
impact of climate change, have demonstrated both the vulnerability and the interdependence of sectors
delivering vital societal functions. Disruptions in one sector can trigger cascading effects across other
sectors or even borders, underlining the urgent need to strengthen resilience.

The former Belgian framework was anchored in the Act of 1 July 2011 on the security and protection of
critical infrastructures, which transposed Directive 2008/114/EC (“ECI Directive’) and added sectors
at national level. While that approach introduced the designation of both European and national critical
infrastructures across several sectors, it could no longer adequately address the risks of today’s threat
landscape.

In response, the EU adopted Directive (EU) 2022/2557 on the resilience of critical entities (‘CER
Directive”),shiftingthe focus from physical protectiontowardsacomprehensiveresilience approach. This
encompasses the capacity of critical entities to prevent, withstand, absorb, adapt to, and recover from
disruptive incidents, whether caused by natural hazards, human action, or public health emergencies.

Belgium has transposed the CER Directive through the CER Act of 19 December 2025, developed
under the coordination of the National Crisis Centre in close cooperation with all competent sectoral
authorities and stakeholders. The CER Act establishes a common approach, taking into account the
essential nature of the sectors covered by the CER Directive, namely the sectors of energy, transport,
banking, financial market infrastructure, digital infrastructure, drinking water, wastewater, healthcare,
public administration, space, and food. A list of all relevant legislation can be found in Annex |.

The CER Act builds upon fourteen years of experience and good practices under the 2011 Act, while
introducing the necessary new obligations required by EU legislation.

This strategy concerns the implementation of the obligation laid down in Article 4 of the CER Directive,
which requires each Member State to adopt a strategy on the resilience of critical entities. The strategy
sets out strategic objectives and policy measures aimed at ensuring that critical entities achieve and
maintain a high level of resilience.



This CER strategy also contributes to the Belgian activities regarding national resilience (Belgian
National Resilience Plan) and national (civil and military) defence (SHIELD). Reference to the resilience
of essential functions, critical infrastructure and the CER Strategy is/will be made in our National Security
Strategy and thus constitutes to a comprehensive national approach to strengthening the resilience of
our society.

Il. Strategic objectives

This strategy is guided by three overarching objectives:

1. Establishing a coherent framework to ensure the security and protection of critical
entities against all types of risks (“All-risk approach”);

2. Enhancing the resilience of critical entities by increasing their capacity to prevent,
detect, withstand, and recover fromincidents (‘Resilience”);

3. Building a governance culture grounded on the principle of shared responsibility,
whereby resilience is supported through cooperation between competent authorities
and the entities themselves (‘Shared responsibility”).

Thestrategy adoptsaproactive,integrated andrisk-based approachtobuildresilience acrossall sectors.

lll. Strategic priorities

To translate these objectives into practice, the strategy identifies eight strategic priorities. Each priority
represents a key area of focus and will be further elaborated into concrete initiatives.

1. Risk awareness as
the first line of defence

Strengthening resilience begins with a comprehensive understanding of risks. This priority focuses
on the establishment and continuous improvement of integrated risk assessment systems at different
levels. It seeks to ensure that all relevant actors are able to anticipate , evaluate and respond effectively to
evolving risks that may affect critical entities.



1.1. National Risk Assessment

Pursuant to Article 6(1) of Decision No. 1313/2013/EU, the National Crisis Centre (NCCN) conducts a
National Risk Assessment (BNRA) periodically. The BNRA provides a structured, evidence-based
overview of the main risks to which Belgiummay be exposed. The current BNRA identifies the risks most
likely to affect Belgium in the period 2023-2026, applying an “all-hazards approach” as required by the
CER Directive.

The risks that are analysed in the BNRA are divided into 7 risk categories: human-made risks, natural
risks, health risks, technological-economic risks, cyber risks, societal risks, emerging risks.

Inthe BNRA, particular attention is devoted to the emerging risk of climate change. For each of the risks
included in the catalogue, an assessment was made of the extent to which these risks are expected
to evolve under the influence of climate change for the period 2050-2053, ensuring preparedness for
climate change impact on critical infrastructure.

Moreover, the BNRA does not only examine each risk individually, but also focuses on the causal
relationships between risks and their impacts. During the analyses, these interlinkages are identified,
described, and quantified, resulting in a web of interconnected risks. These connections are
subsequently integrated into a mathematical model and automatically reflected in the final outcomes of
the risk assessment. In this way, the BNRA maps both the causes and consequences of eachrisk.

By mapping these causes and consequences, the BNRA also identifies the interdependencies between
sectors and subsectors (cf. Article 5, point 2.c of the CER Directive).

Finally,the BNRA also considersthe cross-borderimpact of eachrisk, takingintoaccount consequences
within Belgian territory or relating to Belgian interests. These cross-border effects have been determined
in a general and qualitative manner. Belgium is committed to expand the assessment of cross-border
effects beyond Belgianinterests.

This high-level analysis serves as a key reference for subsequent sectoral risk assessments. For each
societal risk, the relevant sectoral authorities were invited to participate in the assessment of risks falling
within their competencies. This assessment was conducted through a dedicated platform specifically
developed for the BNRA. All sectoral authorities were granted continuous access to the platform,
ensuring that the results can be included in the sectoral risk assessment.

1.2. Sectoral Risk assessment

In line with article 5 of the CER Directive, competent sectoral authorities must conduct a sectoral risk
assessment, using their detailed knowledge of their specific domains. This assessment must adopt an
all-hazards approach andis based on the list of essential services, as defined in Commission Delegated
Regulation (EU) 2023/2450 of 25 July 2023, supplementing Directive (EU) 2022/2557.
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The NCCN encourages sectoral authorities to use the BNRA as a base to conduct this sectoral risk
assessment, and as far as possible, to consider other risk assessments as well, such as threat analyses
or other sectoral specific risk assessments.

The NCCN provided the sectoral authorities with a tailored Belgian version of the risk reporting
template of the sectoral risk assessment, which is closely aligned with the BNRA. Sectoral authorities
are encouraged to use this template when preparing their sectoral risk assessments, thereby fostering
harmonisation across sectors. To this end, the NCCN has also provided documentation on how the
methodology of such sectoral risk assessments are best carried out.

The NCCN aimed to ensure that all sectoral risk assessments were finalised by the January 17th, 2026,
deadline, and that they are maintained through a systemic update at least every four years.

Theresultsofthesectoralriskassessmentsprovideacomprehensive overview of risksand vulnerabilities
affecting each sector. These results can be taken into account when identifying critical entities and can
support those entities in carrying out their own risk assessment as well as implementing their resilience
measures.

1.3. Risk Assessment of the Critical Entity

Critical entities, in turn, are required to conduct their own risk assessments at entity level, updating them
atleast every four years, or earlier if circumstances so require.

By embedding risk assessments at national, sectoral and entity levels, based on an all-hazards
methodology, Belgium establishes a solid foundation for risk awareness, a strengthened risk culture
and the adoption of targeted measures, thereby contributing to the resilience of critical entities and the
continuity of essential services.

National Risk Assessment (BNRA)

Sectoral Risk Assessment

\Z

Risk Assessment of the Critical Entity



2. Cultivating a ‘CER’
security community

Resilience requires cooperation, trust, and an active security community. This priority emphasizes
the creation of a security community by enhancing cooperation between all stakeholders, improving
information flows, and deepening the security culture among competent authorities and critical entities.

The effective implementation of the strategy relies on close collaboration between all stakeholders. This
collaboration entails active information exchange, the sharing of good practices, and benchmarking to
enhance coherence and harmonization across sectors. A list of the main authorities and stakeholders,
with the exception of critical entities, involved in the implementation of the strategy is set out in Annex II.
Each authority contributes within its mandate to enhancing the resilience of critical entities.

Atthe federallevel, the NCCN is designated, under Article 21, §10of the CER Act, as the coordinating body
for the resilience of critical entities in Belgium. In this capacity, the NCCN fulfils a supporting, coordinating
and facilitating role:

» Supporting role: The NCCN provides guidance and advice to competent sectoral authorities
during the identification process of critical entities, with the aim of ensuring harmonisation across
sectors. The NCCN provides a formal opinion on the designations of critical entities that a sectoral
authority wishestomake withinits sector, for allsectors except for the sector of publicadministrations.
Even though this formal opinion is not binding, it does have a significant advisory value. When the
designation of a critical entity concerns multiple sectors or subsectors, the NCCN may convene joint
consultations between the sectoral authorities, in order to prevent duplication of obligations.

» Coordinatingrole: The NCCN liaises with security andlaw enforcement authorities, requests threat
assessments from the Coordination Unit for Threat Analysis (CUTA) and informs local authorities of
designations of critical entities and critical infrastructures to ensure appropriate external protective
and emergency planning measures. Where necessary, the NCCN may adopt additional protective
measures, based on punctual threat analyses by CUTA, or information provided by the police
services orintelligence and security services. It also acts as the National Central Contact Point under
the CER Act, representing Belgium towards the European Commission and other Member States,
coordinating reporting obligations, and ensuring cross-border cooperation. In order to ensure an
integrated approach to the resilience of critical entities, the NCCN draws up the strategy on the
resilience of critical entities. Furthermore, the NCCN is responsible for the preparation of the BNRA,
which underpins risk assessments within the scope of the CER Act.

* Facilitating role: The NCCN promotes structured cooperation between sectoral authorities and
other stakeholders, notably by organising the regular CER Connect meetings. These serve as a
platform for information exchange and joint efforts to strengthen the resilience of critical entities.

1
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The sectoral authorities, as designated under CER, play a key role in the implementation of obligations
within their respective sectors. The relevant sectoral authorities designated for each sector or sub-
sector can be found in Annex Il. Their core functions are:

» Sectoral Risk Assessment: Sectoral authorities conduct sector-specific risk assessments based
on their expertise, considering cross-sectoral interdependencies, other relevant EU or national
assessments, and the results of the BNRA. These assessments must be carried out by 17 January
2026 and updated at least every four years.

» Identification and designation of critical entities and critical infrastructures: Sectoral
authorities must identify critical entities and their critical infrastructures in consultation with the
NCCN, sectoral representatives, and potential entities concerned, no later than 17 July 2026. The
identification process must consider both the risks to which entities are exposed and the potential
impact on essential services, in line with the CER Act. Additional sector-specific criteria may be
applied. The sectoral authorities determine the impact levels and threshold values of those criteria,
for their sector or subsector. After the identification, the sectoral authority formally designates the
critical entities and the critical infrastructures within their respective sector or subsector. All critical
infrastructures that were already designated under Act of 1July 2011 are deemed to be critical entities
under the CER act, thereby ensuring that no gap arises between the two legislative regimes.

« Oversight: Aninspection service will be designated, to verify compliance with the CER Act and its
implementing provisions.

» Information exchange: Sectoral authorities are required to exchange information in the context
of strengthening the resilience of critical entities. Effective information sharing between sectoral
authorities and (both potential and designated) critical entities is essential to ensure that this process
is carried out smoothly and to a high standard. Modalities for such exchanges may be further defined
by Royal Decree. Sectoral authorities must also ensure timely and effective information exchange
with the NCCN, the CCB and CUTA. Authorities must also notify the NCCN without delay of any
changesinthe list of critical infrastructures within a critical entity.

Critical Entities, as providers of essential services, play avital role in safeguarding vital societal functions.
Their core tasksinclude:

» List of critical infrastructures: In consultation with the sectoral authority, each critical entity must
establish and maintain an updated list of its identified critical infrastructures and notify the sectoral
authority of any changes within 30 days.

* Point of Contact: Critical entities must designate a single point of contact to liaise with sectoral
authorities.

» Risk Assessment:Atleasteveryfouryears,criticalentitiesarerequiredtoconductariskassessment
to identify potential threats to the continuity of their essential services.



» Resiliencemeasures:OnthebasisoftheseassessmentsandasforeseeninArticle 18ofthe CERACH,
entities must adopt appropriate and proportionate technical, security and organisational measures,
set out in a Resilience Plan, to prevent, mitigate, withstand, respond to, and recover from incidents.
The determination and financing of such measures are primarily the responsibility of the entity.

» Incident notification: Critical entities are obliged to report incidents that could significantly disrupt
the provision of essential services, thus enabling competent authorities to react effectively and to
gainacomprehensive overview of their nature, cause, impact and possible consequences.

For cybersecurity, the Centre for Cybersecurity Belgium (CCB) acts as the national authority,
safeguarding the resilience of networks and information systems that are indispensable for critical
entities, as these entities will automatically be appointed as essential entities under the NIS 2 framework.
CCB continuously monitors cyber threats and vulnerabilities and shares targeted or general actionable
information with Belgian entities - especially critical entities - via the early warning system, online
platforms or webinars and via spear warnings, to prevent incidents in Belgian organisations. CCB also
oversees the implementation of cybersecurity measures for essential and important entities (NIS2
Act of 26 April 2024), to which all CER entities are also subject. CCB maintains the Safeon\Web@Work
portal on which all NIS2 entities, including CER entities, need to register and which offers several tools
to assess or improve cyber maturity. Via the platform warnings can also be sent. CCB maintains the
Cyberfundamentals framework, which essential NIS2 entities need to implement — or alternatively
ISO27001 or other equivalent measures. CER entities also notify to CCB all significant incidents that
affect the availability, confidentiality, authenticity or integrity of their networks. Upon request, CCB can
deploy technical teams to assist in handling incidents. CCB coordinates the execution of the national
cyber emergency plan with the NCCN.

The Coordination Unit for Threat Analysis (CUTA) plays a central role in producing threat
assessments. Originally focused on terrorism and extremism, CUTA's mandate has been broadened
in line with the CER Act to include all relevant types of threats, drawing on expertise from the police,
intelligence and security services. All strategic threat assessments are valid for a period of four years
and may be renewed, when necessary, after due consideration and in close coordination with CUTA,
for instance when a new event alters the assessment, whether by introducing a new type of threat or by
providing intelligence that changes the likelihood of an existing threat. Alternatively, if deemed necessary;,
punctual threat analyses can be provided by CUTA inresponse to specific incidents or achanging threat
environment or for developments that do not fundamentally affect the longterm strategic assessment.
This information can be shared with the relevant sectoral authorities and critical entities. Where
appropriate, a decision may be taken to implement external protection measures.

Both the Federal Police and the Local Police contribute to the mitigation of threats that could disrupt
essential services. They are directly responsible for the execution of external protective measures. In this
context, the Local Police also functions as an accessible point of contact for critical entities, ensuring
smooth two-way information exchange at the operational level.

13
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At the territorial level, provincial governors and mayors are informed when critical entities and/or
their critical infrastructure are designated within their jurisdiction because they play a role in external
emergency planning. The Governor assesses whether knowledge of the entity’s location requires
adjustments or additions to the existing general or specific emergency and intervention plans (GEIP/
SEIP). On the basis of a risk assessment, the Governor determines to what extent external emergency
planning should be implemented at municipal and/or provincial level. These responsibilities are without
prejudice to the general framework on external emergency planning established under the Civil Security
Act of 15 May 2007 and its implementing decrees.

Mayors hold responsibilities for public safety and may, under the CER Act, also be required to adopt
external protective measures, provided they do not conflict with decisions taken by the NCCN.

Finally, the federated entities can be consulted for those matters that fall within the scope of their
competences for all sectors, as foreseen throughout the CER Act. For certain sectors falling within
the scope of the CER Act, namely drinking water, wastewater, public transport and road transport, the
competences are regionalised. In these cases, a 'sui generis’ sectoral authority will be established in
which both the federal and federated entities are represented. In this way, the federated entities will have
full decision-making authority over these sectors. Their involvement ensures that measures are aligned
with regional responsibilities and that resilience is strengthened across all levels of governance.

By clearly defining roles and fostering structured cooperation, this CER security community ensures that
responsibilities are well-aligned and that critical entities receive consistent support. It further contributes
to building a culture of shared responsibility.

3. Stronger together:
cross-sectoral cooperation
and collaboration

Given the interdependencies across sectors, resilience cannot be built in isolation. This priority focuses
on fostering collaboration between competent authorities encouraging the exchange of best practices
and other relevant information to strengthen overall resilience.

By prioritizing efficient information exchange, Belgium fulfils its role as an active proponent of
strengthening resilience. Several structures and mechanisms have been established to strengthen this
exchange. One of the key instruments is CER Connect, a forum chaired by the NCCN and composed
of all competent sectoral authorities. Its purpose is to facilitate the sharing of information, insights,
and best practices among the sectoral authorities. Through CER Connect, the NCCN can ensure a
coherent understanding, a unified vision, and a consistent approach about strengthening resilience.
Each sectoral authority is represented, thereby ensuring that all sectoral authorities have access to the
same information. By convening CER Connect onaregular basis, the NCCN aims to foster a sustainable



CER community in which authorities know one another, maintain active contact,and engage in dialogue.
The cross-sectoral nature of the platform enables discussion of interdependencies, which is essential
for developing an integrated approach to resilience across sectors.

4. CER in action: enabling
coherent implementation

The transition from legal obligations to practical implementation is a key challenge. This priority aims to
support critical entities and competent sectoral authorities in complying with the CER Act, by providing
guidance and tools that facilitate effective implementation.

Belgium recognises the strategic importance of critical entities in ensuring the continuity of essential
services. While the primary responsibility forimplementing the necessary resilience measures rests with
the operators of these entities, it is essential that they receive adequate support from the competent
sectoral authorities in order to safeguard essential service provision effectively.

Tothisend, the procedure for identifying critical entities is clearly defined within chapter 4 of the CER Act,
as described in Annex lll. The NCCN provides continuous support and advice to sectoral authorities
throughout the entire identification process and issues a formal opinion on the designation of potential
critical entities.

The responsibility for defining thresholds and criteria that support the identification process lies with the
competent sectoral authorities. These thresholds may distinguish between acceptable, tolerable and
unacceptable risks, thereby informing the assessment of the significance of disruptive effects in the
identification of critical entities.

Given the sensitive nature of this information, access should be limited exclusively to those individuals
who require knowledge of it for the performance of their professional duties, on a “need-to-know” basis.
Conseqguently, such information must not be disclosed or published in this strategy or in any other public
document.

4.1. Division of roles and responsibilities

A clear division of roles between the NCCN and the sectoral authorities is of particular importance.
The NCCN serves as the coordinating body for policies on the resilience of critical entities, whereas
the sectoral authorities are tasked with the operational implementation of these policies. The NCCN
maintains direct contact with the sectoral authorities, but does not usually engage directly with critical
entities, as this role lies with the sectoral authorities. Nevertheless, through its support to the sectoral
authorities, the NCCN indirectly contributes to the support provided to critical entities, as illustrated by
the figure on the next page.

15
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NCCN «——> SECTORAL

AUTOHORITIES

Oncedesignated, acritical entity shallbe primarily responsible for strengthening its ownresilience, based
on the obligations set out in the CER Act. The critical entity is obligated to implement the necessary
resilience measures, as described in Annex IV. Competent sectoral authorities are required to assist
and support entities in fulfilling this responsibility.

The private sector thus plays a central role in owning, operating, and protecting critical entities.
Conseqguently,closecooperationbetweenthepublicandprivatesectorsisessentialwithinthisframework.
The clear division of roles within the CER Act ensures effective engagement and collaboration between
public authorities and the private sector, as the critical entity takes on the responsibility for providing the
essential service to society, and the competent authorities ensure that the goal being pursued is in the
public interest, more specifically to protect the national and public security of Belgium.

The competent authorities play a key role in ensuring that all relevant information, including risk analyses,
threat assessments, and other guidance documents, is properly disseminated and understood by
private entities. This exchange of information promotes awareness and strengthens overall resilience.
Similarly, critical entities should share information regarding their resilience measures and incidents
with the competent authorities. In addition, each critical entity will receive the contact details of the local
competent police force(s), which may be used to contact the police for non-urgent matters, without
prejudice to emergency procedures.

Critical entities in Belgium differ significantly in terms of maturity, size, and resources related to security
and crisis management. Entities that had already been designated under the Critical Infrastructure
Act of 2011 naturally possess considerably more relevant experience in the field of physical security
measures, whereas entities from the newly included sectors are starting from the ground up.
Theselatterentities,inparticular,benefitfromguidance, clear instructions,and supportingdocumentation
provided by the competent sectoral authorities.



In addition to that, the CER Act provides for numerous delegations to the King to define implementing
measures. The adoption of the necessary Royal Decrees to enable the implementation of this framework
is regarded as a priority, with the NCCN providing guidance and support to ensure a robust legal basis.

4.2. Support and external protection measures

Beyond the internal resilience measures that each entity must adopt and implement, external
protective measures may also be imposed by the NCCN or the mayor. Depending on the
nature of the threat, the NCCN may decide on such protective measures, either at the request
of the entity or based on its own initiative, following a punctual threat analysis by the CUTA, or
on the basis of information provided by the intelligence and security services for threats or risk
situations within their respective competences. The mayor, as the primary authority responsible
for security at the municipal level, may also adopt external protective measures, provided these
do not conflict with decisions taken by the NCCN. These external protective measures are
distinct from the internal resilience obligations imposed on entities by law, but should be aligned.

In addition, the NCCN has the capability to communicate directly with the competent sectoral
authorities and critical entities by issuing an alert on potential threats, which allows the NCCN
to provide context and concrete recommendations, thus contributing to a response to certain
events. This ensures that all sectors have access to the same accurate and up-to-date information,
enabling them to adopt additional resilience measures where necessary. Complementing this,
CUTA may be requested by the NCCN to carry out a punctual threat analysis, following specific
incidents or heightened threats. Such assessments are shared with the relevant authorities and
may serve as the basis for adopting external protective measures where required. The CCB also
continuously monitors cyber threats and vulnerabilities, sharing warnings or threat analyses with
critical entities through its early warning system, online platforms, webinars or spear warnings.

Finally, the NCCN provides a range of national guidance and EU documents designed to assist
competent sectoral authorities and critical entities in fulfilling their obligations under the CER framework.
Among these is a non-exhaustive list of potential physical security and resilience measures, which may
serve as a reference for critical entities in the development and implementation of their own resilience
measures. Access to these guidance documents shall be limited to those with a need to know.

In light of the emphasis placed by the CER Directive on climate considerations, and in cooperation with
the Climate Risk Assessment Centre (CERAC), a complementary set of possible climate adaptation
measures has also been developed. These measures are intended to support critical entities in
addressing climate-related risks and enhancing their overall resilience. This ensures that sectoral
authorities and critical entities are supported through harmonized national guidelines, thereby facilitating
the consistent and effective implementation of obligations under the CER Act.

17
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Critical entities are designated on the basis of the essential services they provide to society, rather than
their size or profitability. Belgium therefore makes no distinction or prioritisation among the critical entities
designated under the CER Act, since each entity is considered to be of equal importance. Belgium
endeavours to provide thorough support to every critical entity and to assist them in implementing the
obligations stemming from the CER Act, regardless of whether the entity is categorised as a small and
medium-sized enterprise within the meaning of the Annex to Commission Recommendation2003/361/
EC, asasmallmid-cap enterprise within the meaning of Commission Recommendation 2025/1099 of 21
May 2025 concerning the definition of small mid-cap enterprises, or as an enterprise of any other scale.

5. Enhancing cyber as
a pillar of resilience

The CERDirective highlightstheimportance of cybersecurity asanintegral part of criticalentity resilience.
For the digital infrastructure sector, cybersecurity requirements are comprehensively addressed under
Directive (EU) 2022/2555 (NIS2). The NIS2 Directive has been transposed into national legislation by the
Act of 26 April 2024 establishing a framework for the cybersecurity of network and information systems
of generalinterest for public security (NIS2 Act).

According to article 3, §4 of the NIS2 Act, the provisions of this Act apply to entities, regardless of their
size, that are identified as critical entities within the meaning of the CER Act. This means that all critical
entities are automatically considered essential entities under NIS 2 and must therefore comply with all
associated obligations.

Toensure coherence and effectiveness, the CER Directive emphasises close coordination between the
coordinating authorities under both frameworks: the NCCN for CER and the CCB for NIS2. The CER
Actincorporates references to NIS2, recognizing the interdependence and complementarity between
both regulatory frameworks. During the identification process, the CCB is consulted on entities for
which network and information system security is relevant. Given that critical entities under CER are
automatically deemed essential entities under NIS2, the CCB is notified by the NCCN when critical
entities were identified. Where applicable, the NCCN collaborates with the CCB within the scope of their
respective competencies to ensure the protection of critical entities on Belgian territory.
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To support timely threat awareness, all NIS2 entities, thereby including critical entities, have access to
a shared platform for filtered cyber threat alerts. The Early Warning System (EWS), established by the
CCB, provides standardised and rapid notifications of emerging cyber threats and attacks, enabling
organisations to take timely protective measures. Through EWS, organisations receive threat landscape
reports, imminent threat notifications, attack surface assessments, and indicators of compromise,
helping to strengthen resilience and reduce vulnerabilities. The platform also provides access to CCB's
Connect and Share events and targeted spear warnings concerning breaches, leaked credentials, or
vulnerable systems.

Complementingthis,the CCB'sCyber Threat Alertsservice offersearly warningstailoredtoorganisations
registered on the Safeonweb@work platform. Drawing on intelligence from both commercial and open
sources, the CCB provides automated notifications when threats are detected, ensuring organisations
can act swiftly to protect their systems. Since CER entities are also NIS2 essential entities, they need
to register in the Safeonweb@Work portal and fill in basic information. They should also implement
cybersecurity risk management measures and offer relevant training to their management and staff. In
order to attest compliance with the NIS2 obligations, NIS2 essential entities need to be certified under
the CyberFundamentals (Cyfun®) framework, or the ISO27001 norm, or undergo an inspection. Entities
should also notify without delay of all significant incidents to CCB.

This integrated approach ensures that critical entities receive timely, accurate information, enabling
them to strengthen digital resilience and mitigate vulnerabilities across both CER and NIS2 frameworks.
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6. Resilience as a continuous
process

Resilience is a dynamic process that requires constant improvement. The CER Act establishes a four-
year cycle for sectoral risk assessments, threat assessments and the identification procedure for which
sectoral authorities are tasked. The NCCN provides guidance and support to these authorities and
encourages the review of sectoral analyses or identification procedures whenever necessary, ensuring
that resilience remains a continuous and adaptive process.

The BNRA is also conducted on a periodic basis, so that its results can be incorporated into the risk
assessments required under the CER Act.

The CER Directive alsorequires that the national strategy be reviewed and, where necessary, updated at
leastevery four years. The NCCN, as the competent coordinating authority, is responsible for developing,
implementing, and periodically reviewing this strategy, taking into account evolving risks, regulatory
developments, and input from sectoral authorities.

7. Resilience without
borders

The resilience of critical entities cannot be secured by national efforts alone; it requires international
cooperation. Strengthening ties with European partners and neighbouring states enhances collective
resilience and enables faster, coordinated responses to crises.

Under the Act of 1July 2011 on the Security and Protection of Critical Infrastructure, Belgium concluded
agreements with neighbouring countries regarding European Critical Infrastructure (ECI). ECl referred
to critical infrastructure within the Union whose disruption or destruction would have significant
consequencesinatleasttwo Member States. With the entry into force of the CER Directive, this category
has been abolished.

For some entities, this change poses no issue, as they will now fall under the new framework as Critical
Entities of Particular European Significance (CEPES). However, entities that do not meet the threshold
of providing essential services in six or more Member States will lose their formal recognition as ECI.

To ensure that these entities remain adequately protected and that the Directive is applied consistently,
Article11ofthe CER Directive enables concerned Member States to conduct consultationsandestablish
cooperation mechanisms. Through this process, Member States may coordinate measures to enhance
the resilience of such entities.



These consultations are mandatory for critical entities that:

* Relyoninfrastructure with physical cross-border connections;

« Form part of corporate structures linked to critical entities in other Member States; or

* Areidentified as critical entities in one Member State while providing essential services to or within
other Member States.

Giventhatcritical entitiesincreasingly operate withininterconnected service andinfrastructure networks,
and often provide essential services across multiple Member States, certain entities are considered of
“particular European significance” and its internal market when they provide essential services in six or
more Member States. Owing to their strategic role, these entities may receive specific support at Union
level.

To this end, rules have been established concerning advisory missions to such entities. In consultation
with the Member State that has identified the entity as critical, the European Commission may organise
an advisory mission to assess the measures in place. These missions contribute to a harmonised and
effective approach to strengthening the resilience of critical entities across the Union.

Belgium will support the identification of such critical entities, ensuring alignment with both national and
Union-wide resilience objectives.

This priority recognises the transition from ECI to Critical entities of particular European significance as
achallenge that Belgium will need to focus on in the coming years.

8. Shaping Europe’s
resilience together

National resilienceis inseparable from European resilience. This priority emphasizes active engagement
in European and international policy fora to strengthen the interaction between national and EU-level
policies and contributing to a collective and coherent approach to resilience within the Union. The
NCCN plays acentralrole in thisregard, actively engaging in European working groups and coordination
mechanisms, such as PROCIV-CER and the CER-Group.

These working groups produce outputs designed to assist competent authorities and critical entities
in meeting their obligations. To this end, the European Commission has issued a set of guidelines that
provide horizontal support across sectors and promote EU-wide harmonisationin both the identification
of critical entities and the implementation of resilience measures. In addition, a voluntary reporting
template has been developed to encourage consistent approaches to sectoral risk assessments.
Belgium, however, has provided sectoral authorities with a tailored version of this template, which is
more closely aligned with the Belgian risk assessment process, in particular the BNRA, and therefore
better suited to the needs of the sectoral authorities.
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In the context of the PROCIV-CER working party, a Blueprint to coordinate a response at Union level
to disruptions of critical infrastructure with significant cross-border relevance was established under
Belgian Presidency. An incident with cross-border relevance might bring major disruptions to the
provision of essential services within the Union, which requires cooperation and coordination between
impacted member states.

This process illustrates how EU-level guidance, developed, supported, and applied in cooperation with
national authorities such as the NCCN, enhances cross-border cooperation and harmonisation among
Member States. As the national coordinating body, the NCCN ensures the accurate interpretation and
implementation of these guidelines at national level and disseminates them to the sectoral authorities.

IV. Conclusion

The new CER Act marked a decisive step in strengthening the resilience of Belgium’s critical
entities and the provision of their essential services. The success of this regulatory framework
relies on close cooperation between all competent stakeholders. Resilience is not a fixed
achievement, but a continuous process of adaptation and improvement. With this strategy,
Belgium reaffirms its commitment to safeguarding vital essential services and contributing to
a stronger and more resilient society.
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Annex |: List of all relevant legislation
relating to the resilience of critical
infrastructure

European Union legislation

Directive (EU) 2022/2557 of the European Parliament and of the Council of 14 December 2022 on
the resilience of critical entities and repealing Council Directive 2008/114/EC (CER-Directive).
Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on
measures for a high common level of cybersecurity across the Union, amending Regulation (EU) No
910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148 (NIS2 Directive).
Regulation (EU) 2022/2554 of the European Parliament and of the Council of 14 December 2022 on
digital operational resilience for the finance sector and amending Regulations (EC) No 1060/2009,
(EU) No 648/2012, (EU) No 600/2014 and (EU) 2016/2011 (DORA Regulation).
CouncilRecommendation of 8 December 2022 ona Union-wide coordinated approach to strength-
entheresilience of critical infrastructure (2023/C 20/01).

Commission delegated Regulation (EU) 2023/2450 of 25 July 2023 supplementing Directive (EU)
2022/2557 of the European Parliament and of the Council by establishing a list of essential services.
Council Recommendation of 25 Juni 2024 on a Blueprint to coordinate a response at Union level to
disruptions of critical infrastructure with significant cross-border relevance.

Commission Guidelines and reporting template developed pursuant to Articles 5(5) and 6(6) and
7(3) of Directive (EU) 2022/2557 on the resilience of critical entities.

National legislation

Act of 19 December 2025 on the resilience of critical entities. (CER Act)

Act of 26 April 2024 establishing a framework for the cybersecurity of network and information sys-
tems of general interest for public safety. (NIS2 Act)

Royal Decree of 9 June 2024 implementing the Act of 26 April establishing a framework for the cy-
bersecurity of network and information systems of general interest for public safety.

Act of 11 December 1998 concerning classification, security clearances, security advice and the
publicly regulated service.

Royal Decree of 8 May 2018 establishing the sectors of activity and the competent administrative
authorities referred to in Article 24, §2,1°, of the Act of 11 December 1998 concerning classification,
security clearances, security advice and the publicly regulated service.

In addition to the legislation listed above, sector-specific Royal Decrees will be adopted by the
competent sectoral authorities for the implementation of the CER Act. These Royal Decrees will, for
each sector or subsector, give effect to a number of obligations arising from the CER Act.



Annex lI: List of the main authorities
and stakeholders involved in the

implementation of this strategy

National Crisis Centre
Sectoral authorities, designated per sector or subsector:

Sector

Energy

Transport

Banking

Financial market
infrastructure

Digital Infrastructure

Drinking water
Waste water
Health

Public Administration
Space

Production, processing
and distribution of food

Subsector

Electricity

QOil

Gas

District heating and cooling
Hydrogen

Air

Rail

Water

Road

Public Transport

Central counterparties (CCPs)
Operators of trading venues

Digital infrastructure with the
exemption of trust service providers

Trust service providers

Healthcare providers

EU-reference laboratories

Entities engaged in the research
and development of medical
prodycts and active pharmaceutical
ingredients

Sectoral Autorities

Designation via Royal Decree

Designation via Royal Decree

Designation via Royal Decree or Cooperation
Agreement

Designated in the annexe of the CER Act, the
National Bank of Belgium (NBB)

Designated in the annexe of the CER Act, the
National Bank of Belgium (NBB)

Designated in the annexe of the CER Act, the
Financial Services and Markets Authority (FSMA)
Designated in the annexe tot he CER Act,

the Belgian Institute for Postal Services and
Telecommunications (BIPT)

Designation via Royal Decree

Designation via Royal Decree or Cooperation
Agreement

Designation via Royal Decree

Designation via Royal Decree

Designated in the annexe of the CER Act, Federal
Agency for medicines and health products (FAGG)

Designation via Royal Decree
Designation via Royal Decree
Designation via Royal Decree
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Centre for Cybersecurity Belgium (CCB)

The Coordination Unit for Threat Analysis (CUTA)

Federal Police

Local Police

Governor, of the territory in which the critical entity is located
Mayor, of the territory in which the critical entity is located
Federated Entities

Sectoral inspection services



Annex lll: The procedure for
identifying critical entities

Critical entities are identified in accordance with the procedure set outin Chapter 4, Section 1, of the CER
Act.

1. List of essential services

The competent sectoral authority shall draw up alist of essential services in the sectors and subsectors
listed in the Annex (Article 8(1) CER Act). When establishing this list, the sectoral authority shall take into
account Commission Delegated Regulation (EU) 2023/2450 of 25 July 2023 supplementing Directive
(EU) 2022/2557 of the European Parliament and of the Council by establishing alist of essential services.

2. Identification of critical entities

In order to identify the critical entities falling within its competence, the sectoral authority shall consult
the NCCN in advance, as well as the potential critical entities (where possible) and, where appropriate,
representatives of the sector (Article 10 CER Act). During the identification process, the CCB can
be consulted for the identification of critical entities concerning the cybersecurity of network and
information systems.

The sectoral authority may also conduct a prior consultation with the federated entities, with regard to
potential critical entities falling within their competences for other aspects. Such consultation is optional
and, if omitted, shall not prevent the competent sectoral authority from taking the necessary decisions.
Potential critical entities are under an obligation to exchange information with the sectoral authority
during the identification procedure, so that the authority has all necessary information to bring the
procedure to a successful conclusion.

The sectoral authority shall apply the three basic criteria laid down in Article 11(1) CER Act, in order to
select from among the entities in its sector or subsector, and shall establish a list of the potential critical
entities thus identified:

1. The entity provides one or more essential services;

The entity is active and its critical infrastructure is located on Belgian territory;

3. Anincident would have a significant disruptive effect on the provision of these essential
services or on other essential services in the sectors falling within the scope of this Act, as
set out in the Annex of the CER Act.

N

When identifying critical entities, the sectoral authority shall also take into account the results of the risk
assessment referred to in Article 8 and this strategy.
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Whether an incident would have a significant disruptive effect (criterion 3) shall be determined by the
sectoral authority, in consultation with the NCCN, in light of the characteristics of the sector concerned,
on the basis of the following criteria (Article 11(2) CER Act):

» theimportance of the entity in maintaining the service at an adequate level, taking into account the
availability of alternative means of provision;

« thenumber of users relying on the essential service provided by the entity;

« theentity’'s market share in the market for such services;

» the degree to which other sectorslisted in the Annex depend on that essential service;

» the severity and duration of the potential consequences of incidents for economic and societal ac-
tivities, the environment, public safety and security, and public health;

» the geographical area that could be affected by anincident, including any cross-border impact;

» sector-specific or subsector-specific characteristics.

The sectoral authority shall substantiate the application of these criteria using quantitative data and
sector-specific or subsector-specific information, where available, and include this substantiation in the
consolidated file.

3. Identification of critical infrastructure

In addition to the identification of critical entities, as required by the CER Directive, Belgium has chosen
alsotoidentify the critical infrastructures withinacritical entity, since the presence of critical infrastructure
on Belgian territory constitutes one of the three basic criteria.

Given that the knowledge of such infrastructures lies primarily with the critical entity itself, the entity is
in the first place responsible for drawing up the list of identified critical infrastructures (Article 10(2) CER
Act).

The potential critical entity shall, within six months of being consulted by the sectoral authority, provide
the sectoral authority with a substantiated list of the associated critical infrastructures necessary for the
provision of essential services.

Thislist shall be validated by the competent sectoral authority, taking into account the criteria referred to
in Article 11(2) CER Act. The sectoral authority reserves the right to amend this list, providing reasons for
any such amendment.

The critical entity shall at all times be responsible for updating this list, and should notify the competent
sectoral authority within 30 days of any change, providing reasons for the change. Any change must be
validated by the sectoral authority. The sectoral authority shallin turninform the NCCN of such changes.
The sectoral authority is responsible to ensure consistency within its sector or subsector regarding the
identification of critical infrastructures.



4. Designation of critical entities and critical infrastructure

The sectoral authority shall draw up a consolidated file, containing the following information (Article 12
CERACct):

alist of the identified potential critical entities;

alist of the identified potential critical infrastructures;

the criteria used, as referred to in Article 11(2) of the CER Act;

a substantiated justification, in particular quantitative and sector-specific or subsector-
specific substantiation of the criteria used, where such data are available.

EEANNIES

The sectoral authority shall submit the consolidated file to the NCCN for a formal opinion. This opinion,
though obligatory, is non-binding. However, based on the previous steps in the identification procedure,
the NCCN should already have been informed about the upcoming designation of critical entities. The
sectoral authority shallinform the NCCN of any changes to the consolidated file.

After receiving the formal opinion of the NCCN, the sectoral authority shall formally designate and notify
the critical entities and their respective critical infrastructures.

The sectoral authority shall designate the critical entities and their respective critical infrastructures by
17 July 2026 at the latest. It shall repeat the identification process whenever necessary and at least once
every four years for the critical entities withinits sector (Article 12(3) CER Act).

Where appropriate andrelevant, the consolidated file may be transmitted for informationto the federated
entities concerned.

If no critical entity located on Belgian territory has been identified within a sector or subsector, the
competent sectoral authority shall, by means of a communication to the NCCN, set out the reasons for
this absence of identification.

Where the identification process shows that an entity previously designated as critical no longer fulfils
the criteria laid down in Article 11 CER Act, and can therefore no longer be designated as a critical entity,
the competent sectoral authority shallinform the entity in due time that itis no longer required to comply
with the obligations of this Act (Article 12(3) CER Act).

The NCCN shall notify the CCB, within one month of designation, of the list of entities designated as
critical entities. Where applicable, the notification shall indicate that these are entities falling under the
exception provided for in Article 6(1) CER Act.

Within one month of the formal designation as a critical entity, the sectoral authority shall notify the
entity of its reasoned decision designating it as a critical entity, together with its critical infrastructure.
This decision shall include all necessary information on the obligations incumbent on the critical entity
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under Chapter 4, Section 2, Chapter 5 and Chapter 7, as well as the date from which those obligations
shall apply. Where applicable, the decision shall indicate that the critical entities fall under the exception
provided for in Article 6(1).

The sectoral authority shall transmit a copy of this decision to the NCCN, indicating the date of the
designation to the critical entity concerned.



Annex IV: Resilience
measures of critical entities

The designation of an entity as “critical” under the CER Act constitutes a crucial step in the broader
process of ensuring the resilience of critical entities. The mere identification of critical entities is not
sufficient to guarantee their protection. Only by imposing concrete obligations and by taking appropriate
resilience measures can resilience be effectively ensured. These measures must enable critical entities
to identify risks in a timely manner, adequately prepare for incidents, respond rapidly to disruptions and
minimise adverse effects.

The CER Act therefore sets out a series of minimum obligations incumbent on critical entities. These
obligations are not merely administrative requirements but constitute essential instruments for
strengthening the resilience of critical entities. This annex sets out the resilience measures in more detail.

1. Point of Contact of the Critical Entity

Each critical entity shall designate a Point of Contact (POC) withinits organisation. As the purpose of this
requirement is to ensure permanent communication between the critical entity and the authorities, the
POC must be reachable 24/7.

ltistheresponsibility of the critical entity toensure that this permanent availability is effectively guaranteed,
either by one person or by several persons authorised to deal with security-related issues concerning
the critical entity.

The designation of the POC, as well as the communication of the relevant contact details, must take
place within six months of the official designation of the entity as a critical entity.

2. Risk analysis of the critical entity

Critical entities shall assess all relevant risks that could disrupt the provision of their essential services.
They shall have a comprehensive understanding of the risks to which they may be exposed and shall
analyse these risks adequately. To this end, they shall carry out risk assessments whenever required
by their specific circumstances and the evolution of such risks, and in any event at least once every four
years.

These assessments must also take into account dependencies within and between the other sectors
referred to in this Act, and, where appropriate, also in neighbouring Member States and third countries.

Critical entities shall carry out this risk assessment within nine months of receiving notification of their
designation as a critical entity.
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3. Resilience plan

Each critical entity shall draw up a Resilience Plan setting out the resilience measures it will take in order
to address the risks identified inits risk assessment. The critical entity itself is primarily responsible
for ensuring its own resilience and that of its critical infrastructures.

Its role is therefore essential in preventing and being resilient against any event likely to disrupt the
functioning or to cause the destruction of its structure.

This provision requires the critical entity to prepare a Resilience Plan containing the technical, security
and organisational resilience measures needed to prevent, limit or manage incidents, and to protect
against, withstand, respond to, adapt to or recover from such incidents. These resilience measures must
be proportionate to the various risks identified by the entity in its risk assessment, and to the specific
characteristics of the entity concerned.

The Resilience Plan shallinclude resilience measures to be applied in accordance with the risks to which
the entity (and its critical infrastructures) may be exposed, taking into account the possibility of changing
circumstances. This means that, in addition to standard measures, the entity must be able to scale up
measures when circumstances so require. Such scaling-up may be necessary, for example, in the event
of a specific antagonistic threat, extreme weather conditions or a health crisis. The critical entity shall
be responsible for determining which measures are considered adequate and necessary to address
changing circumstances.

The Resilience Plan may consist of plans already in place under other legislation, provided that all
elements required by the CER Act are included. Since a critical entity is automatically considered an
essential entity under NIS2, it should also implement the obligations arising from the NIS2 Act.

The resilience measures set out in the Resilience Plan must be implemented within 10 months of
designation as a critical entity.

4.Exercises

The critical entity shall organise exercises and shall update their Resilience Plan on the basis of lessons
learned from those exercises. The specific rules and frequency of such exercises may be laid down by
the competent sectoral authority ina Royal Decree.

The resilience obligations of the critical entity shall in principle also apply to each critical infrastructure it
has identified. However, in view of the feasibility of the exercises, it shall suffice for them to be carried out
atthelevel of the critical entity. These exercises shall address the types of risks to which the critical entity
may be exposed and for which exercises can reasonably be prepared.



5. Supervision and enforcement

For each sector, an inspection service shall be designated to ensure compliance with the obligations
arising fromthe CER Act, on the initiative of the sectoral authority responsible for the sector or subsector.
The members of the inspection service must be able to carry out on-site inspections and to perform or
order audits of the critical entities.

A delegation is provided to the King to specify detailed rules for supervision per sector or subsector.
These rules shall include, inter alia, the tasks of the inspection service, the frequency of inspections, the
minimum conditions to be met by the inspectors, the matters to be inspected, and the reporting to be
made to the sectoral authority.

If it is established that critical entities are failing to comply with their obligations under the CER Act,
administrative or criminal sanctions may be imposed.

6. Security screening

There is a risk that employees of critical entities or their contractors might, for example, misuse their
accessrightsto cause damage within the organisation of the critical entity. Article 14 of the CER Directive
therefore provides for the possibility of carrying out background checks. This possibility already exists in
Belgium under Article 27 of the Act of 11 December 1998 on classification, security clearances, security
certificates and the public regulated service.

Article 19 of the CER Act specifies that, for critical entities falling within the scope of this Act, the sectoral
authority may request that a security screening be carried out in accordance with the above-mentioned
Act.

7. Incident notification

Critical entities are required to notify, without undue delay and no later than 24 hours, the police services
through the SICAD, the competent sectoral authority and the NCCN of incidents that are likely to
significantly disrupt the provision of essential services, so that the sectoral authorities can react swiftly
and appropriately to such incidents, obtain a comprehensive picture of their impact, nature, cause and
possible consequences. This notification should include all available information needed to assess the
impact of the incident. Where appropriate, the NCCN can take the most suitable external protective
measures.
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